
11/22/2019

1
Lumsden McCormick
2019 Exempt Organizations Conference

Understanding and Preventing Fraud

Leigh Balcom, CFE, Financial Crimes
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2018 AFP® Payments Fraud and Control Survey

Paper Checks ACH Wires Email

70% were victims of 
check fraud

33% cited ACH debit 
fraud

45% experienced 
wire fraud incidents

82% experienced 
business email 
compromise

80%
of companies were targets of payments fraud last year

Smaller companies 
are seeing an 

increase

Larger companies 
are seeing a 

decrease

Data Source is 2017 AFP Payments Fraud and Control Survey
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What do you have?  What do they want?

 Money

 Intellectual property

 Customer information

 Employee information (W2, 
PII)

 Medical records
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Who can expose your business?
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Business Email Compromise

Email Spoofing

Business Email 
Compromise

Vendor 
Impersonation

Domestic and International 
Losses:

$5,302,900,000

In 2018, the FBI reported 

20,373 complaints 
with losses great than 

$1,200,000,000
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Vendor Impersonation / Compromise

Compromise 
email 

account

Read 
Owner’s 
emails

Pretend to 
be vendor

Initiate 
payment 
request –

new payment 
instructions

 These payments are particularly vulnerable because of the length of time in 
between invoice notification

 Overseas vendors make the risk very high
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Vendor Impersonation – Real Life Scenario

 M&T business customer sells electronic products and inventory comes from a vendor in China

 Customer initiates a wire to China from branch on 7/16 to pay for inventory - wire room initiates callback and 
customer approves the wire

 Customer acquires wire services to initiate wires on their own and sends the following wires:

7/20 - $72,060

7/22 - $54,640

8/2 - $78,890

8/8 - $103,920

8/15 – $127,920

8/16 – $60,750

 Fraudster added an ‘r’ to the customer’s email domain

 During a conference call with his vendors, the customer was asked about an email he supposedly wrote to a 
team member in China, which he had never written.  Upon further discussion, it was discovered that email 
accounts for the customer and the vendor had been compromised

 As our customer was receiving imposter emails, the vendor’s employees in China were also receiving 
fraudulent emails purported to be from our customer

 On 8/17, customer calls M&T, advising Enterprise Security that these wires were fraud
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Impersonation – Real Life Scenario

 Retail customer closing a deal on property in Florida

 Receives wire instructions via email and confirms by calling and speaking with 
the Title Company

 Customer comes into branch, answers branch questions and processes wire

 Wire instructions had changed via email (customer admitted this during 
investigation)

 Fraudster was reading emails between our customer and Title Company and 
changed payment instructions last minute

 Funds were moved quickly

 Loss to customer is $201,099 

 Husband canceled retirement and returned to work
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Direct Deposit Scam
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Data Breaches 2004-2008

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Data Breaches 2010-2013
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Data Breaches 2014-2017
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The Dark Web is an area of the internet that is only accessible via using special
software which allows users to remain anonymous. The Dark Web, is growing in
size and is increasingly being used for selling:

 Credit Card information

 Usernames and passwords

 Personal information

 Hacking services (e.g. ransomware, exploit kits)

 Fraud scheme “sharing”

 Other Illicit goods

Cybercrime

Services GoodsProducts

What do Cyber Criminals do with information?
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Phishing Attacks

91% of cyber attacks started      
as a phishing email

Phishing attacks PREY on 
curiosity, greed, great deals and 

emotion

A successful phishing attempt 

could STEAL your credentials, 
passcodes and place malware on 

your computer
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Phishing Attacks

 Watch out for emails that invoke an emotional response:

 Greed

 Urgency 

 Curiosity

 Fear

 Impersonation – Legitimate emails which are duplicated and content is replaced 
with malicious links or attachments

 Spear Phishing – highly targeted to a specific group of individuals or 
organization

 Whaling – targets high net worth individuals or senior executives
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Credential Reuse

People use the same 
username and password 
across multiple sites

Threat actors obtain these 
credentials from various 
breaches

Use tools to automatically login 
using these credentials to see 
where they work

Use the info to commit fraud or 
sell the info

80% of hacking related breaches involve 
weak or previously stolen credentials
Source: 2017 Verizon Data Breach Report
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Cyber Extortion Emails

Cyber criminals demand payment through the use of threats of various forms of 
extortion such as releasing personal details, pictures or videos

They will increase credibility by including a compromised password they obtained 
from a third party breach

20

Credential Reuse

 Takes advantage of people who 
use the same username and 
password on multiple sites

 User names and passwords are 
acquired from various breaches

 They use tools to automatically 
login using stolen credentials to 
see where they work or bank and 
ultimately commit fraud or sell the 
information

80% of hacking-
related breaches 
involve weak or 

previously stolen 
credentials

Source: https://cybersecurityventures/ransomware-damage-

report-2017/
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Software Patching

Lack of timely software patching

 More than 80% of breaches are 
the result of poor patch 
management

 Many of the severe cyber 
events of 2018 were due to 
software patches not being 
applied in a timely manner

 During the Equifax breach, 
fraudsters exploited a single 
vulnerability in software that 
had not been patched

Sources: dzone.com

Riskbasedsecurity.com
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Ransomware

 A tactic involving the use of 
malicious software (malware) that, 
when downloaded to a computer, 
encrypts files so they can no longer 
be accessed – OR it locks down 
the operating system entirely so 
the user can no longer access 
anything.

 Typically delivered via email

 Ransomware damage costs will 
rise to $11.9 billion in 2019
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Protect Yourself: Ransomware

 Even when users recognize the tactics 
used by cybercriminals and adopt 
some security practices, ransomware
may end up on the system even with 
the best precautions

 The FBI advises against paying the 
ransom because it doesn’t guarantee 
the information will be returned

 The best step against losing important 
files in a ransomware attack is to back 
up important files, so if they are 
encrypted, nothing is lost.

Source: 2017 Verizon Data Breach Report

Quick Defense Tips

• Update anti-virus software
• Be vigilant when opening 

emails
• Change default credentials
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How to Protect Yourself and Your Clients

1

2

3

4

5

Review your credit report and banking transactions regularly

Use stand-alone PC for banking transactions

Add “Dual Administration” for money movement applications to 
reduce internal fraud – better control over user permissions and 
transaction auditing 

Establish procedures for transferring funds and information –
FOLLOW THEM without exception

Explore Cyber Insurance
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How to Protect Yourself and Your Clients

6

7

8

9

10

Verify emails containing payment instructions

Run up-to-date endpoint security software and Windows updates

Use unique passwords and keep them private

Be aware what your banking site normally looks like

Use fraud prevention and detection services
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Customer Controlled Best Practices

See Something, 
Say Something

Ignore 
Unsolicited 

Emails

Share 
Discriminately

Use Anti-Virus 
& Anti-Spam 

Software

Change 
Passwords 
Regularly

Use Complex 
Passwords

Investigate 
Employees & 

Vendors

Use Dedicated 
Computers

Safeguard 
Check Stock 

Logoff of 
Computers

Always Confirm 
Instructions 

Verbally 

Segregate 
Duties

Establish Dual 
Approval

Reconcile 
Accounts Daily

Update for 
Terminations

Audit 
Randomly


