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Good Old Days
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Not Too Bad
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Trouble
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Biggest Problem
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You Can’t Be Everywhere
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Overview

Hiring Employees

Discrimination, FCRA, Recordkeeping

What Employees Say

Harassment, Defamation, Protected Speech

What Employees Do

Intellectual Property, Trade Secrets, Overtime

Best Practices

Policies, Agreements, Monitoring
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We’re Hiring!
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Title VII

ADA

GINA

NY Human Rights Law

ADEA

NY Labor Law 201-d

Discrimination Law
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Protected Off-Duty Conduct

Political Activities

Running for Office, Campaigning, Fundraising

Use of Consumable Products

Alcohol, Cigarettes, Chewing Tobacco

Recreational Activities

Sports, Hobbies, Reading, Watching Television

Union activity

Membership, Exercise of NLRA/Taylor Law Rights
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• Prohibits employers from requesting, requiring, or 
purchasing genetic information with respect to an 
employee/applicant or a family member of the 
employee.

• “Request” includes “conducting an Internet search 
on an individual in a way that is likely to result in a 
covered entity obtaining genetic information.”

Genetic Information Nondiscrimination Act (GINA)
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Genetic Information
Includes Family Medical History

Family member includes the employee or applicant's 
parents, siblings, children, (great) (great-great) 
grandparents, (great) (great-great) grandchildren, (great) 
uncles, (great) aunts, nephews, nieces, first cousins, and 
first cousins once-removed. And it also includes all of those 
relatives of the individual's dependents, which could include 
step-children and adopted children. Hence, an employee's 
genetic information could include information that has 
absolutely no genetic relationship to them personally!
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“Spokeo, Inc., a data broker that compiles and sells detailed 
information profiles on millions of consumers, will pay $800,000 to 
settle Federal Trade Commission charges that it marketed the profiles 
to companies in the human resources, background screening, and 
recruiting industries without taking steps to protect consumers 
required under the Fair Credit Reporting Act. This is the first 
Commission case to address the sale of Internet and social media data 
in the employment screening context.”

FTC Press Release, June 12, 2012

Fair Credit Reporting Act

14

All Personnel and Employment Records made or used (including, but not limited to, 
requests for reasonable accommodation, application forms submitted by applicants, and 
records dealing with hiring, promotion, demotion, transfer, lay-off or termination, rates 
of pay, compensation, tenure, selection for training or apprenticeship, or other terms of 
employment) must be preserved for the following periods: 

• Private employers must retain such records for one year from the date of making the 
record or the personnel action involved, whichever occurs later. 

• Educational Institutions and State and Local Governments must retain such records 
for two years from the date of the making of the record or the personnel action 
involved, whichever occurs later.

Recordkeeping
Source: EEOC regulations under federal employment discrimination laws (29 CFR Part 1602)
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Unwelcome conduct based on a protected category that becomes unlawful 
when:

1.enduring the offensive conduct becomes a condition of continued 
employment, or

2. the conduct is severe or pervasive enough to create a work environment that 
a reasonable person would consider intimidating, hostile, or abusive.

Not limited to conduct that occurs at work.

Harassment

17

A false statement that is published or made known to a third 
party—deliberately or with negligence—without the knowledge 
or consent of the subject.

Defamation
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Constitutional National Labor 
Relations Act

Employee Speech Rights
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Statement pursuant to official duties?

If so, not protected.

Matter of public concern?

If not, not protected.

Otherwise, balancing of interests . . . .

Must balance “the government’s interest in the effective and efficient 
fulfillment of its responsibilities to the public” with the employee’s 
interests to speak out on public issues.

First Amendment
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Gives employees the rights:

To self-organization, to form, join, or assist labor organizations, 
to bargain collectively through representatives of their own 
choosing, and to engage in other concerted activities for the 
purpose of collective bargaining or other mutual aid or 
protection, [and] the right to refrain from any and all such 
activities . . . .

NLRA Section 7
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Copyright Issues
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Trade Secrets
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@keyinfluencer: True confession but I’m in one of those 
towns where I scratch my head and say, “I would die if I 
had to live here.”

Leaving a Trail
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Time?
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• Recordkeeping – tracking hours worked

• Overtime – paying non-exempt employees for all time worked

• Liability – employer responsibility for off-premises activity

When does work end?
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All employees, if possible

Proactive Measures

All employees, if possible

All employees, if warranted

Select employees

Confidentiality Agreements

Guidelines for Authorized Employees

Employee Handbook/Manual

Internet Use/Social Media Policy
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• Limit access?

• No expectation of privacy using 
business equipment

• Beware Constitutional or Labor Law 
limitations

How far can/should you go?

Monitoring
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What’s Next?
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Thanks for your time!

Questions?
30
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